
 

                                                

Recommended 3rd Party Vendors 

The following is a list of 3rd party vendors and manufacturers that may assist with your 
cyber exposure. 

 
RECOMMENDED TRAINING VENDORS 

• Microsoft offers a free Internet Safety for Enterprise & Organizations toolkit. 
https://www.gcflearnfree.org/internetsafety/ is a free class available for all 
companies. 

• Lynda.com offers a series of cybersecurity awareness courses. 
• KnowBe4.com is a paid service that offers Cyber Security Training and campaigns 

to the test user awareness through email and other media types. 
 
RECOMMENDED FIREWALL MANUFACTURERS 
Here are a few manufacturers that have content filtering, gateway anti-virus, etc. and are 
good for a small office environment at a reasonable price. 

• SonicWALL TZ315 or newer 
• Sophos XG series 
• Ubiquity UniFi Gateway Pro 

 
RECOMMENDED ANTI-VIRUS MANUFACTURERS 
Use the paid versions to get support. 

• Windows Defender 
• Malwarebytes 
• Symantec / Norton Endpoint Protection 
• Bitdefender 
• ESET 
• Immunet 
• Sophos Endpoint Protection 
• Sophos InerceptX – Real-time Malware Detection 
• Avira Pro – PC & MAC 
• The following are not recommended for use: 
• AVG Free 
• Kaspersky 

 
RECOMMENDED UPDATE SERVERS/APPLICATIONS 

• Windows Update Server 3.0 (server) – Windows Patches and Updates 
• Ninite Pro (application) – Third Party Updates (Adobe Reader, Chrome, Firefox, 

Flash, Java, etc.) 
• Solar Winds Patch Manager (server) – Third Party Updates 
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